HMucruryr UHOU
Hanpasienue noaroroBku 10.04.01 Hughopmayuonnasn 6ezonacnocmo
IIporpamma HanpaBJieHUs «Ynpagsierue UHGOPMAYUOHHOU 6e30NACHOCTBION

bank 3aganuii mo 6a30BOM YacTH BCTYNUTEJIHLHOTO UCIILITAHUA B
MATHCTPATYPy

3aganue 1 (5 GamioB)
1.1. Tlousitue «yrpo3a» oe3omacHocTu uHpopmanuu. Kak MoxkHO Kiaaccu(puuupoBaTh

3TH Yrpo3si? Uto Takoe Mojaeab yrpo3?

Oteet: cm. TOCT P 50922-2006. Hanmonanbubeiii crangapt P®. 3ammra uadopmanuu. Oc-
HOBHBIC TEPMHHBI H OTIPE/ICTICHHSI,

Cwm. 'OCT P 53114-2008. 3amura uadopmanuu. Obecrneuenne nHPOPMAIMOHHON Oe3011acHO-
cTH B opranuzanui. OCHOBHBIE TEPMUHBI U OINIPEICTICHHUS.

1.2. llonsiTe «ys3BUMOCTH HHGpopManmuu» B HHPOpManMOHHBIX cucTemMax. Croco0bl
KiIaccupuranum ysa3BUMOCTEH.

Oter: Cm. 'OCT P 50922-2006. Hatmonansusiit ctangapt P®. 3amura nunpopmanuu. Oc-
HOBHBIE TEPMUHBI U ONIPEEIICHUS.

I'OCT P UCO/MDBK 27005-2010. MudopmanmonHas TexHonorus. Meroasl U cpenctBa odec-
neyeHus 6€30macHOCTH. MEeHEePKMEHT prucka MHPOPMAIIMOHHON 6€30MacCHOCTH

1.3. IlonsiTne «puck HHPOPMALUOHHOI Oe3omacHocTHW». ONMIIUTE YCI0BHUS, NPU KOTO-
PbIX OTCYTCTBYIOT PUCKU HHGOPMAIIMOHHOI 0€30I1aCHOCTH.

OtBetr: Cm. TTOCT P UCO/MBK 27005-2010. UudopmannonHast TexHoJorus. Meroasl u
cpezacTBa obecrieyeHus 6e30MacHOCTH. MEeHEPKMEHT prcka HH(POPMAIIMOHHOM 0€301MacHOCTH.

MunzoB A.C., Hesckuit A.1O., bapono O.P. Ynpasnenue puckamu nHGOpMAIIMOHHONW 0€30-
nacHocTH: Monorpadust/ Ilox penakuueit A.C. MunzoBa. — M. : BHUUreocucrem, 2019. — 110 c. :
170

1.4. UudopMmanmoHHble AKTHBBI OPraHU3ANMU: ONpeae/ieHHe, Kiaccu(puKanusi ¥ NHBEH-
Tapu3anus.

OtBer: Cm. T'OCT P MCO/MDBK 27005-2010. MudopmarmonHast TexHonorus. Metoasl u
cpencTBa obecrieueHus 6e30macHOCTH. MeHeKMEHT prucka HH(OPMalMOHHON O€30MacHOCTH.

1.5. Cucrema MmeHemxMeHTa HHpopManuoHHoi Oe3omacHoctn (CMUB): Ha3zHauyeHwue,
NPUHIHUI YIIPaBJeHUs Ha ocHoBe nukia Jlemunra-Illyxapra.

Oteer: Cm. 'OCT P MCO/MDBK 27001-2006. MrdpopManmoHHass TEXHOJOTHS. MeETOabl H
cpencTBa obecriedyeHus 6e30macHOCTH. CHCTEMbI MeHEKMEHTa HHPOPMALIMOHHOM O€30MaCHOCTH.

3aganue 2 (5 GamioB)

2.1. llousiTue «KoMMepueckasi TaifHa». OCHOBAHHUA OTHeCEeHHs CBeJeHHH K «KOMMepue-
ckoii TaiiHe». TpeOoBaHMs K 3a1IUTe KOMMePYeCKOH TalHBbI.
Otet: CMm. @enepanbhplii 3akoH PO Ne98-D3 2004 roxga «O koMMepUYECKOU TaltHEY.

2.2. Tlonsitue «nepcoHanbHblie fanubie» (IIJIH). Knaccupukanus IIITH u TpeGoBanus no
OPraHM3aNMHU MX 3aIIUTHI.



OtBet: CMm. ®enepanbubiii 3akoH PO Nel52-03 2006 roga «O nepcoHalbHBIX JaHHBIX).

2.3. llonsiTHe «cay:xedHasi TaiiHa». [IpaBoBoii pe:kuM cJ1y:KeOHOI TaliHbI.

Otsetr: Cm. VYka3 IIpezunenta PO Nel88 ot 06.03.1997; [loctanoBnenue IIpaBurenscrea PO
Nel1233 or 3.11.1994 r. «O6 ytBepxnaenuu I[lomoxxeHust 0 MOpsiIKe OOpaIIeHUsI CO CIYKeOHOW HH-
(dbopMariieli OrpaHUYEHHOTO pachpoCTpaHeHus B (efepaibHBIX OpraHaxX HCIOJHUTEIHHOW BIIACTH U
YIOJTHOMOYCHHOM OpraHe YIpaBJCHHs UCIOJIh30BAHUEM aTOMHOW SHEPruw» (C M3MEHEHUSMHU U JI0-
TTOJTHCHUSIMU ).

2.4. IlonsiTHe «rocyaapcrBeHHas Taiina». [IpaBoBoii pe:kum «rocy1apcTBeHHON TaliHBD.
OtBet: CMm. ®enepanbubiii 3akoH PO Ne5485-1 1993 ropa «O rocyrapcTBeHHOM TaliHe.

2.5. Ha3naueHnue, cdepa gelicTBHs, eI M NPUHIMIBI 3AIUTHI KPUTHYECKO MH(popMma-
LMOHHOI HHppacTpyKTypbl PD.
OtBet: Cm. @denepanbhbliii 3akoH PO Nel87 26 urons 2017 roga «O 6e3011acHOCTH KpUTHYE-

ckoi nH(opmarmoHHOW HHPPACTPYKTYpsl Poccuiickoit Denepamumy.
3aganue 3 (10 6aioB)

3.1. Cucrema meHemqxkMeHTa HHpopManuoHHo# 0e3onacHoctu (CMUB) Ha ocHOBe HHKJIA
PDCA. Opranusanus u ynpasieiue CMHUB. B kakux cayyaax uukia PDCA nostopsiercs?

Otser: Cm. 'OCT P UCO/MDBK 27001-2006. MudopmanmonHas TexHosuorus. MeToasl u
cpenctBa obecrnieueHust 6ezonacHocTH. CUCTEMBbI MEHEHKMEHTa HH(POPMAIIMOHHON O€301TaCHOCTH.

MunzoB A.C., Hesckuit A.1O., baponos O.P. Ynpasnenue puckamu nHpopManmoHHoH 6e30-
nacHoctu: Monorpadust/ Ilon penakuueit A.C. Munzosa. — M. : BHUUreocuctem, 2019. — 110 c. :
)70

3.2. IlopsoK OLeHKHU Yrpo3 Ge3onacHocTH MHGpopManun. XapakTepuCTHKA OLEeHKH BO3-
MOKHOCTH peajiu3anuu (BOSHUKHOBEHUs) YIrpo3 0e3onacHOCTH HHGOPMALMM U ONpeeieHue uxX
AKTYAJIBHOCTH.

OtBet: MeToandeckuii JOKyMEHT. MeToIuKa OLEHKH yIpo3 6e301macHOCTH HH(popMaiu. YT-
BepkzieHa @CTOK 5 dpenpans 2021r.; bank gaHHBIX yrpo3 0€30MaCHOCTH U ysA3BUMOCTEN HHpOpMa-
muu (https://bdu.fstec.ru/vul ).

3.3. [lapameTpuyeckasi MoJeJb YIpo3 B cCMCTeMe MeHeIKMeHTa HHPOPMAIIMOHHOIT 6e30-
MACHOCTH. XapaKTepUuCTHKA NapaMeTpoB Yrpos.

Otger: Cm. 'OCT P UCO/MBK 27005-2010. MudopmanmonHas TexHONOTUs. MeToasl u
cpencTBa obecredeHus: 6e30macHOCTH. MEeHEeKMEHT prucka HHPOpMaInoHHON 6€30MacHOCTH.

MunzoB A.C., Hesckuit A.1O., baponos O.P. Ynpasnenue puckamu uHGOpMAIMOHHON 0€30-
nacHoctu: Monorpadus/ Ilon pegakuueit A.C. Munzosa. — M. : BHUUreocucrem, 2019. — 110 c.
ui

3.4. Hean ynpasiieHHsI puckaMu HHPOPMAIMOHHOI Oe3onacHocTH. OCO0eHHOCTH Onuca-
HHS PUCKOB ISl CJIYYAHHBIX, IPUPOAHBIX H YMBIILIEHHBIX YTpo3. OueHKa pUCKOB.

Otser: Cm. 'OCT P UCO/MBK 27005-2010. MudopmanmonHas TexHonorus. MeToasl u
cpencTBa obecredeHus: 6e30macHOCTH. MEeHEeKMEHT pucka HHPOpMaInoHHO#M 6€30MacHOCTH.

MunzoB A.C., Hesckuit A.1O., baponos O.P. Ynpasnenue puckamu uH(pOpMamoHHOH 6€30-
nacHoctu: Monorpadwust/ [Tox penakmueit A.C. Munzosa. — M. : BHUUreocuctem, 2019. — 110 c. :
int



3.5. HonTuka UHGOPMALMOHHOW 0€30IMACHOCTH: HA3HAYEHHe, COAep:KaHNe, MPHHIUIIBI
pa3paboTKHU U ee epecMoOTpa.

Oteer: Cm. 'OCT P UCO/MDBK 27002-2012. NudpopManmoHHasi TEXHOJOTHSA. MeToasl |
cpeactBa obecrnieueHus O6e3onacHocTH. CBOA HOPM M MPAaBHUI MEHEIKMEHTa MHPOPMALMOHHON Oe30-
MaCHOCTH.

3aganue 4 (10 6amnoB)

4.1. Anroput™M CMMMeTPHYHOTr0 0J104HOr0 mudposanus Ha ocHoBe ceTn PDeiictens. Ilo-
HSITHE KPUIITOCTOMKOCTH AJITOPUTMA.

Otsetr: CMm. Ps6ko b.4., ®uonor A.H. Kpunrorpadudeckue MeTopl 3amUThl HHPOPMAIIHH.
M.: U3a. «I"opstuas munus - Texnexom», 2005; Xopes I1.b., MeToas! u cpencTBa 3amuThl HHGOPMAUN
B KOMITbIOTEPHBIX cucTeMax. M.: Cepus «YuebHas nureparypa miast BIIO», 2005.

4.2. TlpyHIMI peaau3anuu aCCUMETPUYHOr0 0J10YHOr0 mMu(ppPoOBaHUS HA OCHOBE OTKPbI-
TOT0 M 3aKPbHITOr0 KJIKOYeil.

Otsetr: CMm. Ps6ko b.4., ®uonor A.H. Kpunrorpaduueckue MeTopl 3amuThl HHPOPMAIIHH.
M.: U3a. «I"opstaas munus - Tenexom», 2005; Xopes I1.b., MeToas! 1 cpeacTBa 3amuThl HH(HOPMAIHH
B KOMITbIOTEPHBIX cucTeMax. M.: Cepus «YueOHas nureparypa miast BIIO», 2005.

4.3. Kpunrorpaduueckasi Xxenr-(pyHKIUsI: TPeOOBaAHMS, ATTOPUTM BbIYUCJIEHHS, 00J1aCTh
NpUMeHeHHusl.

Otsetr: CMm. Ps6ko b.4., ®uonor A.H. Kpunrorpaduueckue MeTopl 3amuThl HHPOPMAIIHH.
M.: U3a. «I"opsiaas munus - Texexom», 2005; Xopes I1.b., MeToas! u cpencTBa 3amuThl HHGOPMAIUN
B KOMITbIOTEPHBIX cucTeMax. M.: Cepus «YueOHas nureparypa miast BIIO», 2005.

4.4, MeToabl M TEXHOJOTMH OPraHM3ALMH MPOCTOH 3JIeKTPOHHOI MOANMCH B KOpPHoOpa-
TUBHOM MHpopMauMOHHOH cucTeMe. O01aCTh NPUMEHEHUS.

OtBetr: Cwm. Ps6ko b.4., ®uonor A.H. Kpunrorpaduueckue MeToabl 3aUTHl HHPOPMAIIHH.
M.: U3a. «I"opstaas muaus - Tenexom», 2005; Xopes I1.b., Metoas! u cpencTBa 3amuThl HHGOPMAIUN
B KOMITbIOTEPHBIX cucTteMax. M.: Cepus «YueOHas nuteparypa miast BI1IO», 2005.

4.5. MeToabl M TEXHOJIOTHN OPraHU3AIMN YCHJIEHHOH 3JIeKTPOHHOM MOANMMUCH B KOPIopa-
TUBHOU MHpopMauMOHHOHU crucTeMe. O01aCTh NPUMEHEHUS.

Otsetr: Cwm. Ps6ko b.4., ®uonor A.H. Kpunrorpadudueckue MeTobl 3aUThl HHPOPMAIIHH.
M.: U3n. «lopstuas munus - Tenexomy, 2005;

Xopes I1.b., MeTons! u cpeacTBa 3auuThl HHPOPMAIMK B KOMIBbIOTEpHBIX cucTemMax. M.: Ce-
pust «YuebHas nurepatypa 1 BIIO», 2005.

3ananue 5 (10 6aioB)



5.1. Ha cxeme (Puc.1) npuBeeHa nocjeioBaTeJbHOCTh 00padoTKU puckoB nHopMaLu-
oHHOI1 0e3omacHocTH, B3saTasa u3 ISO/IEK 27005 - 2018.

CONTEXT ESTABLISHMENT

USK IDENTIFICATION
(NaesTHDMEEUMA PHCKA)

TATION

RISK DECISION POINT 1
A% oas woan! sasslactony

RISK MONITORING AND REVIEW
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RISK TREATMENT
(O6pabotea pucxa)

RISK DECISION POINT 2
Treatment satelactory

RISK ACCEPTANCE
(FMpayaTne py

END OF FIRST OR SBUBSEQUENT ITERATIONS

Puc.1. Cxema nocne1oBaTeIbHOCTH 00pa0OTKH PUCKOB MHPOPMAITMOHHON 0€301acHOCTH

IMosicHuTe Bce 3Tanbl 00PA0OTKH PUCKOB HA 3TOM puc.l. /laliTe mucbMeHHBII 0TBET, MPH
KAKHX YCJOBHUSIX OCYLIECTBJSIETCS] MePeBO/l YNPaBJeHusl Ha 0JIOK «YCTAHOBJIEHHE KOHTEKCTa)
(Context Establishment).

Otser: Cwm. ISO/IEK 27005 — 2018; TOCT P MCO/MBK 27005-2010. MudopmannoHHas TeX-
HoJIOTHs. MeTo/bl U CpeacTBa obecreueHus] 0e30macHOCTH. MeHEeKMEHT prcka HH(DpOPMAIIHOHHOM’
0€30IaCHOCTH.

MunzoB A.C., Hesckuii A.1O., baponos O.P. Ynpasienue puckamu uH(PpOpMAIIHOHHONH 6€30-
nacHoctu: Monorpadwust/ ITox penakmueit A.C. Munzosa. — M. : BHUUreocucrem, 2019. — 110 c. :
58]

5.2. TIpu kakux ycjioBusix 06padorku puckos (Puc.l) ynpapjieHue co BTOpoii TOUKH NpH-
HaTust pemennii (Risk Decision point 2) mepenaercss Ha 6JI0K 00paGoTKH PUCKOB M OJIOK ycTa-
HoBJieHUs1 kKoHTekcTa (Context Establishment)? Uro u3meHsieTcsi B yCJI0BHSIX 00paGoTKH puC-
koB? Ha/io Jin moBTOPUTH NpoLEeAypPy 00padOTKH /ISl yiKe NPUHSATHIX paHee PUCKOB?



CONTEXT ESTABLISHMENT
Oyormparne pucH
" e
RISK ASSESSMENT

RISK IDENTIFICATION
(Maenrudnkauns puexa)

RISK ANALYSIS
(AHaNUs pucka)

AND CONSULTATION
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RISK DECISION POINT 1
Ansesamant satisfaciory
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RISK

RISK TREATMENT
(OGpatoTia prcka)

FISK DECISIYON POINT 2
Trmatmant salisfaciory

END OF FIRST OR SUBSECUENT ITERATIONS

Puc.1. Cxema nocienoBaTeIbHOCTH 00pabOTKH pUCKOB MH(POPMAITMOHHOM 0€30MacHOCTH

Otser: Cm. . ISO/IEK 27005 — 2018; TOCT P NCO/MBK 27005-2010. MuadopmanroHHas Tex-
HoJIOTHs. MeTo/bl U CpeacTBa obecreueHus] 0e30macHOCTH. MeHEeKMEHT prcKa HH(DpOPMAIIHOHHOM
0€30IaCHOCTH.

MunzoB A.C., Hesckuit A.1O., bapornos O.P. Ympasnenue prickamu uH(PpOpMAIIMOHHONW 0€30-
nacHoctu: Monorpadwust/ [Tox penakmueit A.C. Munzosa. — M. : BHUUreocucrem, 2019. — 110 c. :
HII

5.3. Onenka pucka MHGOPMALMOHHON 0€30MACHOCTH OCYIIECTBJISIETCH MYyTEeM CJI0KeHUs!
YHCJIOBBIX MepP OLEHOK BO3MOKHOCTH YIPO3bl, OLIEHKA 3HAYEHHS YSI3BUMOCTH U OI€HKHU IEeHHO-
cTH akTuBa. YHc/10Bble 3HAYEHHUS ITHX OLIEHOK peKOMeHJyeTcsl OpaTh B Ipeaeax 3aJaHHBIX
mkaia [0, 1, ..., 7]. ObocHyiliTe B KAaKHX IIKAJaX HEOOXOAHMO 321aBaTh 3HAYEHHUSI YIPO3, YA3IBU-
MOCTei U IEeHHOCTH aKTUBOB. KakuMu cBoiicTBaMu 00/121a10T 3T U3MepPeHus?

Otsetr: Cm. TOCT P UCO/MDBK 27005-2010. MuadopmarimorHas TeXHOJIOTHSI. METOAbI B Cpe/i-
cTBa oOecrieueHus: 6e30MmacHOCTH. MeHeDKMEHT prucka HH()OPMAIIMOHHON O€301TacHOCTH.

Munzos A.C., Heeckuii A.1O., baponoB O.P. YnpaBnenue puckamu nH(POpMaMoOHHON Oe30-
nacHoct: Monorpadus/ [lox pegakuueit A.C. MunzoBa. — M. : BHUUreocucrem, 2019. — 110 c. :
ui

5.4. B cranpapre 'OCT P HCO/M3K 27002-2012 roga ogAHUM M3 yCJIOBMIi CO3JaHUS 3a-
IUIIEHHO WHGOPMAINIMOHHOI CHCTEMBbI SIBJISIETCH NJIAHNPOBAHUE, BHEJAPEHUE W yNpaBJieHHe
HenpepbIBHOCTHIO Ou3Heca. [lo kakuM mapaMeTpaM OLEHMBAIOTCSI PUCKH HEMPEPbLIBHOCTH OU3-
Heca W KaKue MPH ITOM IUIAHHPYHTCSI Mepbl KOHTPOJIS H YIpaBJieHus ?

OtBet: Cm. T'OCT P UCO/M3BK 27002-2012. NuadopmaiimonHas TeXHOIOTHUA. MeToabI U cpe-
cTBa obecrnieueHus O6e3omacHocT. CBOJ HOPM U MPABWII MEHEDKMEHTA HH(DOPMAIIMOHHOM 0e301acHo-
CTH.



5.5. Kak ouneHnBaercsi BeJIMUMHA BO3MOKHOTO yliep6a NMpu NpoBeJeHNH OLeHKU PUCKOB?
Kak onpenesuTs NorpemHocTs BO3MOKHOT0 0011ero npeaoTBpameHHoro ymepoa st paspado-
TAHHOIO IJIaHA 00Pa00TKU PUCKOB?

Otetr: Cm. Mun3zoB A.C., Hesckuit A.1O., baponos O.P. YnpaBienue puckamMu nHpopMalyuoH-
HoOM Oe3omacHoctr: Monorpadus/ I[Tox penaknueii A.C. Munzosa. — M. : BHUUreocuctem, 2019.
— 110 c. : nn.

I'OCT P UCO/MO3K 27005-2010. Mudopmanmonnas texHojorus. MeToasl 1 cpesicTBa odecrie-
YyeHus1 6e30nacHOCTH. MEHEePKMEHT pUcKa HHPOPMALIMOHHOM 0€30MacHOCTH.



Bbank 3agannii Mo cnenmUaJbHON YaCTH BCTYNIMTEILHOT0 UCTILITAHUSA B
MAarucTparypy

3ananmue 6 (5 6ay10B)

6.1. Kak onpeneJsiercsi TpedyeMblii ypOBeHb 3aIMIEHHOCTH HH()POPMALMOHHON CHCTEMBbI
nepcoHaabHbIX JaHHbIX (UCII/IH) 1 nis kakux neJieil paspaéarbiBaeTcs MoJeJib HApyIIuTe/si?

OtBet: CMm. Ilocranosnenue IIpaButensctBa PD ot 01.11.2012 N 1119 "OG yTBepxkaeHun Tpe-
OOBaHMI1 K 3alllUTe NEPCOHANBHBIX JaHHBIX NMPH UX 00pabOoTKe B MH(POPMAIIMOHHBIX CHCTEMax Mepco-
HaJIbHBIX JaHHBIX'.

[Tpuka3z ®CTIK Poccun ot 18.02.2013 N 21 (pea. ot 14.05.2020) "O6 yrBepxxaenuu CocraBa u
COJIEp’KaHUsl OPTaHU3AIMOHHBIX U TEXHUYECKUX MEp M0 00eCHeueHHI0 0€30IacHOCTH NEePCOHAIbHBIX
JAHHBIX MPU UX 00paboTKe B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHATIbHBIX JAHHBIX"

6.2. [opsaaok onmpeaeaeHHsl KJaacca 3alMIIEHHOCTH WH()POPMANMOHHBIX CHCTEM JIJIsl 00pa-
0OTKM JAHHBIX B rOCY/IapCTBEHHbIX HH(POPMALMOHHBIX CHCTEMAX.

Otert: Cwm. [Ipukaz ®CTIK Poccuu ot 11 despans 2013 Ne 17 «O6 yrBepxkaenun TpeboBaHuii
0 3ammTe WH(pOpMaIMU, HE COCTABISAIONICH TOCYJAapCTBEHHYIO TailHYy, COAEpXAIICCs B rOCYIapCT-
BEHHBIX HH(OPMAIIMOHHBIX CUCTEMAX)»

6.3. IlonsiTue «HeNMpepbLIBHOCTHL OH3HECA» B CHCTeMAaX YHpaBjeHHsT HH(pOpMAUMOHHOI
0e3omacHOCTb. B yeM pazinumne MeXaHM3MOB «I0CTYIIHOCTI U «HenpepbiBHOCTH» B CMUB?

Oteet: Cm. TOCT P UCO/MDBK 27002-2012. NadopMaiimoHHast TeXHOJIOTHs. METObI U Cpeji-
cTBa obecrieueHus: 6e3onacHocTH. CBOJ HOPM M MPaBHII MEHEDKMEHTa HH()OpMaIMoHHON Oe301acHo-
CTH.

6.4. Kak onpeneauTtsb cnocod 06padoTKu puCKOB HH(POPMAIHOHHOMH 0€30MacHOCTH?

OtBer: Cm. 'OCT P UCO/M3K 27002-2012. NndopmanmoHHas TexHoJorus. MeTos! U cpea-
cTBa obecrieueHus: 6e3omacHocTH. CBOJ HOPM M MPaBHII MEHEHKMEHTa HH()OpMaIMoOHHON Oe301acHo-
CTH.

Munzos A.C., Hesckuit A.1O., baponos O.P. Ynpasnenue puckamu uHGOPMAIIMOHHON 0€30-
nacHocTH: Monorpadust/ Ilox penakuueit A.C. MunzoBa. — M. : BHUUreocucrem, 2019. — 110 c. :
170

6.5. C xakumu mHeasiMu pa3padaTbiBaeTcsl KJIYeBOil JOKYMEHT CHUCTeMbl MeHEIKMEeHTAa
uHpopmannonnoii 6e3omacHoctu «Ilonoxkenue o mpumeHumoct»? Kakoe conep:kanue 3TOr0
AOKYMeHTa?

Otser: Cm. TOCT P UCO/MDBK 27001-2006. MuadopmarmornHas TeXHOJIOTHSI. METOIbI B Cpe/i-
cTBa oOecnieueHus 6e3omacHOCTH. CHCTEMbI MEHEKMEHTa WH()OPMAIIMOHHON O€30ITaCHOCTH.

I'OCT P UCO/MDBK 27005-2010. MuadopmarmorHas TexHoJorHs. MeToabl U cpencTa obdecrie-
yeHus 0€30MacHOCTH. MEHEKMEHT prcKa HHPOPMAITHOHHOW 0€301acHOCTH.

3ananue 7 (5 6a1710B)

7.1. IloHsiTHE CHCTEMBbI Pe3ePBHOI0 KONMUPOBAHMA M TPeOOBaHUsl, NpeIbsBIseMble K Hei.
IToauTHKA pe3epBHOIO KONMPOBAHUS.



OtBet: CMm. Xopes I1.b. [Iporpammuo-annapartHas 3ammra nHGopmaruu. - M.: Beiciiee oOpaso-
Banue. Mudppa-M, 2009; 3aiineB A.Il., I'omyOstHuko M.B. IlporpammHo-anmapaTHble cpeacTBa
obecnieueHuss UHPoOpMaIMOHHOM O6e3omacHocTH. - M.: Mammnaoctpoenue, 2006;

Cemenenko B. A., ®egopos H. B. IlporpamMHo-annapaTHas 3amura uapopmaruu. M.: U3n.
MOCKOBCKOTO TOCYAapCTBEHHOT'O0 UH Iy CTPHAIBHOTO yHUBEpcuTeTa, 2007;

Kazapun O. B. [IporpammHo-anmnapaTHble cpeicTBa 3alluThl HHGOpMaIuK. 3aluTa IporpaMm-
HOTO o0ecrieueHust: yueOHUK U mpakTukyM s By30B / O. B. Kazapun, A. C. 3a6abypun. — M.: Uz-
natenscTBO FOpaiit, 2018.

7.2. llonsiTHe, MPUHIMII IefiCTBUSI U OCHOBHBIE BO3MOkHOCTH DLP-cucrem nmo nmpexorspa-
IEHNI0 yTeYKH HH(popManuu B UHGOPMAIMOHHOM CHCTEMEe OPraHU3aIUM.
Oteet: Cm. https://www.infowatch.ru/; https://searchinform.ru/.

7.3. O0mas XxapaKTepuCTHKA MeXaHNW3MOB 3allMThl HH(OPMAIMH, BCTPOECHHBIX B COBpe-
MEHHYI0 OT€UECTBEHHYIO onepannonnyo cucremy ASTRA LINUX

CwM. marepuans! https://www.astralinux.ru/.

7.4. XapaKTepHCTHKA MPOLECCOB ayTeHTU(GUKALUHN, ABTOPU3AINU U ay/IUTA.

OtBet: CMm. Xopes I1.b. [Iporpammuo-annapartHas 3ammra nHgopmarnuu. - M.: Beiciiee oOpaso-
Banue. Uudpa-M, 2009;

3aiiueB A.IlL., T'onyb6aruukoB 1.B. IlporpammHuo-anmnaparHbie cpejicTBa odbecrneueHus: nHpopma-
IMOHHOM Oe3omacHocTU. - M.: Mamunoctpoenue, 2006;

Cemenenko B. A., ®enopos H. B. IIporpammHuo-anmnaparsas 3amura uapopmanuu. M.: Uzn.
MOCKOBCKOT0 TOCYyAapCTBEHHOTO MHIYCTpHAIbHOTO yHUBepcutera, 2007,

Kazapun O. B. [IporpammHo-anmapaTHbie CpeacTBa 3alluThl HHPOPMAIUU. 3alIuTa MPOTPaMM-
HOTro obecredeHus: yueOHUK U npakTukyM Juis By30B / O. B. Kazapun, A. C. 3a6a0ypun. — M. : 13-
narenbeTBO FOpaiirt, 2018.

7.5. XapakrepucTuka (pyHKIHOHAJIbHBIX BO3MOKHOCTEH M 00/1aCTH MCIOJb30BAHUS TeX-
nojgoruu VPN.

OtBet: CMm. Xopes I1.b. [IporpamMmmHo-anmapaTHas 3amura nHGopManun. - M.: Beiciee 06paso-
Banue. Undpa-M, 2009;

ZaiineB A.Il., I'ony6staukoB U.B. IIporpammHo-anmapatHeie cpeacTBa odecredeHus nHpopma-
LHUOHHOM Oe3omacHocTH. - M.: Mammnoctpoenue, 2006;

Cemenenko B. A., ®enopor H. B. Ilporpammuo-anmnaparnas 3amurta uHGopmanuu. M.: W3m.
MOCKOBCKOTO TOCY/IapCTBEHHOI'0 HHAYCTPHAIBHOTO yHUBepcuTeTa, 2007;

Kazapun O. B. [IporpamMHo-anmapaTHbie CpeJCcTBa 3alIUThl HHOOPMAIIMU. 3aluTa MPOrpaMMm-
HOTO obOecreveHus: yueOHUK 1 npakTukyM Juis By30B / O. B. Kazapun, A. C. 3a6a0ypun. — M. : 13-
narenbceTBO FOpaiit, 2018.

3ananme 8 (15 OasioB)

8.1. IlopsAaOK MPAKTHYECKOr0 HCIOJIb30BAHUS 3JI€KTPOHHOI MOANHUCH B COOTBETCTBUM €
oreyecTBeHHbIM cTanaaprom I'OCT P 34.10-2012. «MudgopmaunonHas texHosuorusa. Kpunro-
rpapuueckasi 3amura uHpopmanuu. Ilpoumeccbl GopMupoBaHusi U NPOBEPKH IJIEKTPOHHOMH
uu(poBoil MOAMUCH.

Cum. TOCT P 34.10-2012. «Madpopmannonnas TexHojorus. Kpunrorpadudeckas 3amura mH-
dhopmaruu. [Iponieccol hopMupOBaHUS U MPOBEPKU AIEKTPOHHOU TU(PPOBOI TOATTHCH.



8.2. Coaep:xkaHue mporpaMmbl ayJuTa CHCTEMbI MeHeIKMeHTa HHPOPMALMOHHOI 0e30-
NMACHOCTH M 3TANbI ee peaau3anuu.

Cm. TOCT P UCO/MDBK 27007-2014. UndopmanmonHasi TeXHOJOTHs. MeToasl U CpeacTBa
obecrnieueHus 6e3omnacHocTd. PykoBoAcCTBa MO ayUTy cHUCTEM MEHEIKMEHTa MHPOPMAIMOHHON 06e30-
MacHOCTH.

I'OCT P UCO 19011 — 2012 rona. PyxoBoasuiye yka3aHus 10 ayAUTy CUCTEM MEHEI)KMEHTA.

8.3. O0uiasi XapaKTePUCTHKA CHCTeMbl AHTHBUPYCHOM 3a1uThl HHGopmanuu. CoBpemMeH-
Hble MeTOAbl 00HAPYKEHHS] KOMIIbIOTEPHbIX BUPYCOB M 3alIIUTHI OT HUX.

OtBet: Cm. Xopes I1.b. [Iporpammuo-annaparsas 3amura uHpopmaruu. - M.: Beiciiee o6pa3zo-
Banue. Uudpa-M, 2009; 3aitne A.Il., [N'omybstaukoB W.B. Ilporpammuo-anmapaTHbie CpeacTBa
obecnieueHus nHMHOpPMALIMOHHON Oe30macHOCTH. - M.: MammnocTtpoenue, 2006;

Cemenenko B. A., ®enopos H. B. Ilporpammuo-anmnaparsas 3amura uapopmanuu. M.: Uzn.
MOCKOBCKOTr0 TOCyAapCTBEHHOI'0 MHIYCTPHAIBHOTO yHUBEpcuTeTa, 2007;

Kazapun O. B. [IporpammHo-anmapatHeie CpeacTBa 3alluThl HHPOPMALUU. 3aIIUTa MPOTPaMM-
HOTro obecreveHus: yueOHUK U npakTUkyM Juist By30B / O. B. Kazapun, A. C. 3a6a0ypun. — M. : 13-
natenbcTBO FOpaiit, 2018.

8.4. I/IHTerI/IPOBaHHLIe AHTUBUPYCHBIC PCIICHUA U HUX Oﬁlllaﬂ XapaKTepucTuKa: 3alura
0T CllaMa, MEKCETEBOC 3KPaAaHUPOBAHUE, 3alIUTA OT HUCIIO0JbB30BAHUA ONMACHBIX CETEBLIX peECyp-
COB.

OtBet: CMm. Xopes I1.b. [IporpamMmmHo-anmapaTtHas 3amura nHGopManun. - M.: Beiciee 06paso-
Banue. Muppa-M, 2009; 3aiiue A.Il., T'onybsaraukoB W.B. IIporpammHo-amnmapaTHbIe CpeicTBa
obecnieueHuss ”HPoOpMaIMOHHOM O6e3omacHoCTH. - M.: MammHocTpoenue, 2006;

Cemenenko B. A., ®enopos H. B. IlporpammHuo-anmnaparsas 3amura uapopmanuu. M.: Uzn.
MOCKOBCKOTO TOCY/IapCTBEHHOI'0 MHAYCTPpHAIBLHOTO yHUBEpcuTeTa, 2007;

Kazapun O. B. IIporpamMmmHo-anmapaTHbIe CpeACTBa 3alIUThl HHPOpMaIuy. 3anura mporpamMmm-
HOTO oOecrieueHus . Y4eOHUK 1 IpakTukyM i By30B / O. B. Kazapun, A. C. 3a6abypun. — M. : 13-
natenscTBO FOpaiit, 2018.

8.5. O0mas xapakTepuCcTHKAa MHTETPUPOBAHHOI CHCTEMBbl TEXHUYECKHX CPEICTB OXPAHBI
10 NpeaynpeKIeHu0, 00HAPYKEHUI0 U JTUKBUAAUMH yrpo3 0e301acCHOCTH.

OtBet: Cm. Hesckuit A.1O., baponoB O.P. Texnunueckue cpenctsa oxpansl. M.: BHUHreocu-
crem, 2015;

3aiiueB A.IlL., Ilenynanos A.A., Memepskos P.B. Texnuueckue cpeacrsa 1 METOJbI 3alUTHI
nnpopmanuu. M.: [N'opsuas munus-Tenexom, 2014;

I'OCT P 51558-2008. Hanmonansnslii cranaapT Poccuiickoit ®denepaunn. Cpeacrsa U CUCTEMBI
oxpaHHble TeneBu3noHHbIe. Kimaccudukamnms. Obmue Texauaeckrue TpedoBanmsi. MeTo bl HCTIBITAHUH.

3amanme 9 (15 OasoB)

9.1. OcHOBHBIE TPeOOBAHUSI M COJAepPKAHHE MOJUTHKH MHGOPMALMOHHOH (e30macHOCTH
opranumzanuu. Kakue ucxoaHbie JaHHbIe HEOOXOAUMBI VISl €€ pa3padoTKH M KaK OLEHUTH ee
KOPPEKTHOCTH?

OtBer: Cm. 'OCT P UICO/M3K 27002-2012. MndopmarmonHast TexHOJIOrHs. MeTo/bl U CpeaicTBa
obecrieuenust 6e3onacHocTr. CBOI HOPM H TPABIII MEHEDKMEHTA MH()OPMAIIMOHHON 0€301TacHOCTH.



9.2. Cucrems! ynpajieHnusi coobITusiMu HHpopmanuonHoii 6esonacnoctu (SIEM): na3na-
YyeHHe, peliaeMble 3224 ¥ 00111asi CTPYKTYPa CHCTEMBI.

Otset: Cm. Mun3zoB A.C., baponos O.P., Mun3zos C.A., Ocumnos I1.A.

VYupasieHue coObITHIMEI HHPOPMALMOHHON Oe3omacHoCTH: Y4yeOHoe nocodue / Ilox pepakiueit
npodeccopa, a-pa TexH. Hayk A.C. MunzoBa. — M. : BHUUreocucrem, 2020. — 97 c. : w1

9.3. KanaJjpl yTeukd KOH(pHIEHIUAIBHOI aKycTHYecKOH MHPpopManuu: Kjiaccupuramun
KAHAJIOB, KPATKHE XAPAKTEPUCTHKH M CpPeda PaCHpoOCTPaHeHUs] MH(POPMATHBHOIO CHIHAJIA,
TeXHUYeCKHe CPpeACTBa 00HAPY:KeHHUS U 3alUThI.

OtBet: Cm. by3oB I'.A., u np. 3amuTa OT yTe4kd HMH(OPMALUU 10 TEXHUYECKUM KaHAaJIaM.
YuebHoe nocodoue. M.: I'opstuas nunus-Tenexkom, 2005.

9.4. ITo60ouYHbBIE JIeKTPOMATHUTHBIE U3Jaydenusi 1 HaBoaku (IID9MHUH): kpaTkasi xapakTe-
PUCTHKA KAHAJIA YTeYKH KOHPUIEHIIHATbHOI NHpOPMAaLMU, TEXHUYECKHE CPeCTBA 00HApYKe-
HHS U 3aIIUTHI.

Otsert: Cwm. 3aiiues A.IL., lllenynanoB A.A., Memepsikos P.B. Texuuueckue cpeacTBa U METO/bI
3anuThl HHPopManuu. M.: Topsiaas nmuaus-Tenexom, 2014, By3os I'.A., u ap. 3ammra OT yT€UYKH HH-
(dhopmaruu o TEXHUYECKUM KaHainaMm. YueOHoe nocooue. M.: Topsiuas nunus-Tenexom, 2005.

9.5. Opra"nm3anusi MHKeHEPHO-TeXHUYECKOH 3aIUThI TePPUTOPUIl UM MOMeIIeHUi ¢ Huc-
N0J1b30BAHHEM TeXHHYEeCKHX CPeJICTB OXPaHbl.

OtBet: Hesckuit A.1O., baponos O.P. Texuuueckue cpencrsa oxpansl. M.: BHU reocucrem,
2015;

I'OCT P 53195.1-2008 HarmmonansHblii cTanaapT Poccmiickoit ®epepanuu. besomacHocTh
(GyHKIMOHANbHAS CBSI3aHHBIX ¢ 0€30MacHOCTBIO 3/1aHUM U coopykeHuil cuctem. Yacts 1. OcHOBHBIE
MOJIOXKEHUS;

I'OCT P 53709-2009. HanmonansHslii crannapt Poccuiickoit @enepannu. Cuctemsl 6e30macHo-
CTH KOMILJIEKCHbIE U HHTETpUpoBaHHble. O0IIMEe TEXHUYECKUE TPEOOBAHNUS;

I'OCT P 51241-2008. HanmonansHslii cranaapT Poccuiickoit ®denepaunn. Cpeacrsa U CUCTEMBI
KOHTpOJISL ¥ ynpaieHus goctynoM. Knaccudukanus. O6mmue TexHuueckue Tpedoanus. MeToibl uc-
MBITAHUI;

['OCT P 51558-2008. HatmonanesHsIi cTangapt Poccuiickoit @epeparmu. CpencTBa M CHCTEMBI
oxpaHHbIe TeneBu3noHHbIe. Kitaccudukanusa. OOuire Texuuueckue TpedoBaHust. MeTo1bl HCIIBITAHHUMA.

3ananue 10 (20 6annoB)

10.1. Heanb, 321244 ¥ 0011AsI XAaPAKTEPUCTHKA MEPONPUATHH CNIENMATIBLHOT0 00CIe10BaAHMS
3aIMIAeMOro MoMelleH s .

OtBer: Cm. By3oB I'.A., u ap. 3ammra OT yTeukn HH(POPMAIMK MO TEXHUYECKUM KaHAJIaM.
VYuebHoe nocooue. M.: I'opsiuas nmuaus-Temnekom, 2005.

10.2. Leap, 3a0a4u 1 0011asi XapaKTePUCTHKA MEePONPHUATHI ClIelIUATbHON NPOBEPKH TeX-
HUYeCKOro CpeCcTBA MpuemMa, 00padoTKM, XpaHeHHUs U Nepeaadu nHPpopMauu.

OtBer: Cm. By3oB I'.A., u ap. 3ammra oT yTeuku HH(OpPMAIMM MO TEXHUYECKUM KaHaJIaM.
YuebHoe nocooue. M.: I'opstuas muaus-Temnexom, 2005.
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10.3. Kakue mesiu M 3a1a4u pelialoTcsi Npu pa3padoTke miaHa 00padoTKU pucKoB HHGoOp-
MALMOHHON 0€30I1aCHOCTH M KaK OHHU CBS3aHbI ¢ KOHEYHBIMH LEeJISIMU OPraHU3alMu U OTPaHHU-
yeHUsiMu? MeToabl M cIOCOOBI peajn3aluu 3THX 3a/1a4.

OtBetr: CMm. Mun30B A.C., HeBckuit A.1O., baponos O.P. Ynpasnenue puckamMmu nHGOpMAIHOH-
HoM Oe3omacHocTH: Monorpadus/ Ilox penakuueit A.C. Munzosa. — M. : BHUUreocucrem, 2019.
— 110 c. : .

['OCT P UCO/MDBK 27005-2010. MudopmarmonHas TeXHOJIOTHs. MeToIbl U cpelicTBa odecte-
4yeHus Oe30macHoCTH. MeHeKMEHT prcKa HH()OPMAMOHHOI 0e30MacHOCTH.

10.4. Yro siBasieTcs OOIIUM M B YeM PA3TUYAOTCH MeKAY C000il KOHUENMIUHN 3alUThHI UH-
dpopmanuu, uznoxennnie B cranaaprax COBIT 5.0 u TOCT P UCO/MDIK 27001?

OtBetr: CM. Mun30B A.C., HeBckuit A.1O., baponos O.P. Ynpasnenue puckamMmu nHGOPMAIHOH-
Hoit Oe3omacHoctu: Monorpadus/ [Tox penakuueit A.C. Munzosa. — M. : BHUUreocuctem, 2019.
— 110 c. : nn.

['OCT P ICO/MDBK 27001-2006. MudopmarmonHas TeXHOJIOTHs. MeTOIbl U cpescTBa odecte-
yeHus 0ezonacHocTu. CUCTeMbl MEHEIKMEHTa HHPOPMAIIMOHHOM 0€30IacHOCTH.

10.5. Onpeneauth mepeyeHb MCXOAHBIX JAHHBIX MPH OlleHKE AKTYaJbHBIX Yrpo3 mHdop-
MAaIMOHHO 0€30MaCHOCTH KAK NPH NPOEKTUPOBAHUM CHCTEM U CeTell, TAK M B X0/1e UX IKCILIya-
Tauuu. B kakoi JIoru4yeckoii mocjaea0BaTeJIbHOCTH MPOBOJAUTCS AHAJIU3 U OlleHKA yrpo3?

OtBer: CMm. Metoanyeckuii JoOKkyMeHT "MeToauKa OLEHKH yrpo3 OesonacHocTu uHpopmanun"
(ytB. DdenepanbHO CIy>K00# MO TEXHUYECKOMY M SKCIIOPTHOMY KOHTpoutro 5 depas 2021 1.)
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