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1. COAEP)KAHUME TEOPETUYECKUX PA3JIEJIOB

1. OcHoBHBIE TpeOOBaHHSI H COAEpPKAHHE MOJHTHKH HH(OPMANHOHHOM
OesonacHocTH opranu3anuu. Mcxoanble J1aHHbIe HEOOXOAUMBIE AJs Pa3paboOTKH
Colep:KaHUsl H NOPSAAOK ONEHKH KOPPEKTHOCTH NOJHTHKH HHGpOPMAaNHOHHOM
0€e30MacHOCTH OPraHu3alHH

Ha3nayeHue u poib MOJNWTUKU B CHCTEME MEHEDKMEHTa HH()OPMAIHOHHON
oezonacHoctu (CMMUDB). OcHoOBHblE TpeOOBaHHS K IOJIUTHKE H €€ COJepiKaHHe.
Hcxonnsle nanHble UIsl pa3paO0TKU NOJUTHKH HHGOpMaITMOHHOM Oe3omacHocTH. e
TIOJIMTHKY MH(POPMAIMOHHOU Oe3omacHOCTH U cdepa ee neiictBus. CBsi3b CTpaTeruu
pa3BUTHS OpraHu3alyy U Tekyiero cocrossnust CMUD ¢ nienssMu MoJIUTHKH.

Onpenenenue chepsl AeHCTBUS MOJUTUKY HHGHOPMALIMOHHOM O€30IIaCHOCTH U €€
otrinuure oT nomutuku CMMUMB. Onpenenenue TpeOGoBaHHUM K pe3ysibTaTaM OLIEHKH U
00paboTKM PUCKOB, BEIOOPY MEp U CPENICTB KOHTPOJIS U YIIPABIIECHHS.

TpeboBaHus 1O COOTBETCTBUIO HOPMATHUBHO-NIPABOBBIM TPeOOBAaHUAM U
JIOTOBOPHBIM 00SI3aTEIIbCTBAM.

TpeboBaHus 110 OCBEOMIIEHHOCTH, OOYyUEHUIO U TPEHHUHTaM il COTPYIHUKOB
OpraHU3allHH.

TpebGoBanus o obecneyeHnIo HEMPEPhIBHOCTH OU3HECA.

JIOKyMEHTBI, [ONOJHSIOIUE NOJUTHKY HH()OPMAIIHOHHON 6e301macHoCTH
(4acTHBIE TOJUTUKY, IPOLIEAYPBl 0€30IIaCHOCTH, HHCTPYKIIHMH, IUTAHBI, TOJOKEHHU).

OTBETCTBEHHOCTh IOJDKHBIX JIMI[ U IIEpCOHaNa 3a COOJO/IeHHe TpeOOBaHMIA
IIOJIMTHKY UH(OpMAIMOHHOM 0€30MMacHOCTH.

ITepecMoTp MONUTHKA MH(MOPMALMOHHON 6E€30IIaCHOCTHU: YCIIOBHS IIEPECMOTPA,
OTBETCTBEHHBI HCIIOJHMUTEb, OpPraHM3allUs Ipolecca MepecMOoTpa IMOJUTHKH.
I'maBHOE ycioBHE OIpeAeNeHHs] KOPPEKTHOCTH IOJUTHKH  HHGOPMAIMOHHOM
0€30MacHOCTH — 3TO COOTBETCTBHUE COJIEPIKAHHS OJIUTUKU TPeOYEMBIM MEPaM 3allUThI
uH(OpMAIlK B OpPraHU3alldd Ha OCHOBE OIICHKH CYIIECTBYIOIIETO €€ COCTOSHMS,
HOPMAaTUBHO-TIPABOBBIX TPEOOBAaHUNH U CTPATErHMYeCKOTrO IUTAHA Pa3BHTHS OTOU
OpraHM3aIiy U ee HHPOPMAITMOHHON HHPPACTPYKTYPHI.

Hcnonvzyemvie ucmounux:

['OCT P UCO/M3K 27002-2021. NudopmarmoHHass TEXHOJIOTHs. MeTOIbl U
cpeactBa oOecneueHus: OesomacHocTd. CBOJX HOPM U TpaBWI MPUMEHEHHS Mep
obecrieyeHNsT HHPOPMAITMOHHON 6€30MacHOCTH.

2. Cucremsbl ynpasjeHusi coObITUSIMH HHGOPMAIHOHHOH 0e30mMacHOCTH
(SIEM): na3nayeHHe, peliaemMble 3a1a4d M 001Iasi CTPYKTYPa CHCTEMBI

[IpoakTuBHas 3amMTa B cCHCTEME HH(OPMAIIMOHHON 6€30acHOCTH: Ha3HaYEHHE,
COCTaBHBIE YaCTH W MEXAaHMU3MBl UX JEHCTBHUS B CHUCTEME 3allUThl WHGOPMAIUH.
Knaccupukamus 3amad, pemaeMbix B SIEM. Crpykrypa SIEM u uX OCHOBHEIE
xapakTepucTuku. [IpuMepsl OTEYEeCTBEHHBIX U 3apyOEKHBIX CHUCTEM. TeHIeHIHH
pazButus SIEM.



Hcnonv3yemviii ucmoyHuxk:

Munszos A.C., baponos O.P., Munzo C.A., OcunoB ILA. Vmpasienue
coObITHsAMU MH(OpPMaNMOHHOK Ge3omacHocTH: YuebHOoe mocobue / Ilox pemakmueit
npodeccopa, A-pa TexH. Hayk A.C. Mun3osa. — M.: BHUMreocucrem, 2020. — 97 c.:
HJI.

3. Kanaubl yreukn KOHGHICHIHAIBHOH AKYCTHYECKOH HHPOpMANHH:
KJIaCCH(PUKANHH KAHAJIOB, KDATKHE XapAKTEPHCTHKH H CpeAa PacnpocTpaHeHHs
HH(OPMATHBHOIO CHIHAJIa, TEXHHYECKHE CPeCTBA O0OHAPYKEHHS U 3aLIUThI

Ompenenenue NMOHATHA «KaHANl yTedkw HH(opMmanuu». OCHOBHEIE TEPMHUHEI
KaHajla yreuku uHpopmanuu. Kiaccuduxaiyu kaHauoB yTedkd MHGOPMALMH M KX
KpaTKHe XapaKTepUCTUKU. EIuHMIBI H3MepeHuss napamMeTpoB aKyCTHYECKOM
uHpopManuu. TexHuyeckne cpencTBa OOHApYKEHHS M 3allUTHI: KIacCH(HUKALHS,
o0J1acTh MpUMEHEHUSI.

Hcnonvzyemuiii ucmoutux:
byzos I''A. 3ammra uHGOpPMalMU OrPaHUYEHHOTrO JOCTYIAa OT YTEYKU IO
TEXHUYECKUM KaHallaM. Y4eOHoe rnocobue. M.: ['opsyas nmunus-Tenexkom, 2015.

4. IloGo4Hble 3/1€KTPOMArHHTHBIe H3Jy4YeHHss uW HaBoakd (IIDMHMH):
KpaTKasi XapakTepHCTHKAa KaHajla yTeYKH KOH(HIAeHIHANbHOH uHoOpManuH,
TeXHHYECKHe CPEACTBA O0HAPYKEHHS M 3aIHTHI

Onpenenenne nousatus «[IOMWH». OcHOBHbIE TEPMHUHBI U ONpPENENEHHS IS
3TOro KaHana yredyku MHpopmaruu. Knaccubukanum kaHanoB yTedkd HHGOPMaIUH
IIOMMH n ux xpatkue xapaktepuctuku. OnpeneneHue moHsTus «30Ha R2». Eaunuis
U3MEPEHUs IIapaMETPOB JJIEKTPOMAarHMTHOIO H3JIydeHUs. TexXHWYecKHe CpeicTBa
obnapyxeHus 1 3ammThel oT [IDMIMH: knaccudukarms, 06J1acTh NPUMEHEHHUS.

Hcnonwvzyemvie ucmounuxu:

Jaiines A.IL, IlenynanoB A.A., MemepsikoB P.B. Texuudeckue cpencta u
MeTozb! 3aiuThl HHGopMaruu. M.: 'opsaas nmuaus-Tenexom, 2014.

byzos I'A. 3ammra uHQOpMAaLUU OrpaHHYEHHOTO JOCTYIA OT YTEYKH IIO
TEXHUYECKUM KaHaslaM. Y4eOHoe nocobue. M.: [N'opsiuast munus-Tenexom, 2015.

5. Opranusanusi HHXKEHEPHO-TEXHHYECKOH 3aIlMTHLI TEPPHUTOPHIl H
NOMEeIIeHHH ¢ HCNO0JIb30BAHHEM TeXHHYECKHX CPe/ICTB OXPaHbI

Hasnauenne MH)XEHEPHO-TEXHHUYECKOH 3aIlUTHI, €€ MECTO M POJIb B CHCTEME
3a1uTel HHGopManuu. Kiaccudukanus METO0B U CPEJICTB HHKEHEPHO-TEXHHYECKOM
3alUTH TEPPUTOPHHA U MoMeleHui. TpeboBaHMs K MHKEHEPHO-TEXHUYECKOM 3allUTe
nHpopMary. Knaccudukanus TeXHUYECKUX CPEJICTB OXPAHbl U UX Ha3HAYECHUE.



Hcnonvzyemvie ucmounuxu:

Hesckuit A.JO., baponos O.P. TexHuueckue cpenctBa oOxpaHbl. M.:
BHWUreocucrem, 2015;

I'OCT P 53195.1-2008 Hauwnonanpublii cTanmapt Poccuiickoit ®enepanuu.
besonacHocTh GyHKIMOHAIBHAS CBA3AHHBIX ¢ 0E30IIACHOCTBIO 3AHUN U COOPYKEHMUI
cucteM. Yacth 1. OCHOBHBIE ITOJIOKEHUS,

I'OCT P 53709-2009. HanwonaneHbli crasmapt Poccuiickoii ®enepanun.
CucreMsl 6€30IMaCHOCTH KOMIUIEKCHBIE W HWHTErpHpoBaHHBIe. OOILIMe TeXHUYECKHe
TpeOOBaHUs;

I'OCT P 51241-2008. HaumonanwHbléi cTanmapt Poccuiickoi Oenepanuu.
Cpezncrtsa u cUCTEMBI KOHTPOJIS U ynpaBiieHus noctyrnom. Knaccuduxarms. Obmme
TEeXHU4YECKHe TpeOoBaHUsI. MeTO bl UCITBITAaHUIA;

[I'OCT P 51558-2008. HanmonanbHbiii cranmapt Poccuiickoit ®expepamyn.
Cpenctea W cUCTeMBl OXpaHHBIE TeleBU3HOHHble. Kiaccudukanums. O6mue
TeXHUYECKHe TpeOoBaHus. MeTO bl HCIILITAHHIA.

6. lesn, 3axa4n M 00IIAsi XaPAKTEPHCTHKA MEPONPHATHH CIENHaJILHOrO
o0cJiefoOBaHHsI 3alIIHII[A€MOT0 MOMeLEeHHsI

Omnpenenenue nenu MEPONPUATHH CIEIHAILHOI0 00CIENOBAHUS 3AIUIIIAEMOTO
IIOMEILEHHs], 3a/a4dl CIELUaIbHOro OOCIeOBaHHs, XapaKTEPUCTHKA MEPOIPHITHI
IIOATOTOBKH K IMPOBEJCHHUIO CIEIUAIBLHOIO 00CIIeJOBAHUS, BBIIOIHEHUS TOUCKOBBIX
MEPOIPHSITUN U MOATOTOBKA OTYETHBIX MaTEPUAIIOB

Hcnonvzyemuviii ucmounux:
byzos I''A., u np. 3anmTa OT yTe4KH HHPOPMAIMK 10 TEXHUYECKUM KaHAJIaAM.
Y4eOHoe mocobue. M.: IN'opstuast munus-Tenexom, 2005.

7. Ileab, 3aAa4H U 00IAsi XapaKTEePHCTHKA MEPONPHATHH CrenHAIbHON
NPOBEPKH TEXHHYECKOro CpeacTBa nmpuemMa, o0pabOTKH, XpaHEHHS H NepeaadYd
HHpopManuu

Ompenenenne LeNMd MEpPONPUSATHN CIICIMANBHON IIPOBEPKM TEXHHYECKHX
CPEICTB, 3a/a4d CHENHAIBbHON IPOBEPKM TEXHHYECKUX CPENCTB, XapaKTePHUCTHKA
MEpOTIPUATHN IPOBEAECHUS CIIENHAIBHON IPOBEPKU TEXHHYECKUX CPEICTB, THIIOBOI'O
Habopa omnepanuii Ipu NPOBENCHUHN TEXHUYECKUX MPOBEPOK M IIOATOTOBKA OTYETHBIX
MaTepHajioB

Hcnonvzyemwiii ucmounux:
bysos I'.A., u np. 3amura oT yTeukn WHGOPMAIIHH 10 TEXHUYECKAM KaHAJTAM.
YuebHoe nocobue. M.: ['opstuast munus-Tenexom, 2005,

8. Hemn wum 3agaun no pa3paborke MmIaHa o06paGOTKH PHCKOB
uHpopManHOHHOH Oe3omacHOcTH. MeToAbI H COCOOLI peaiM3alMy 32424 MJaHa
00paldoTKHu prUCcKOB HH(POPMALMOHHOH 0€30MACHOCTH



Ilenn nyanma o6paboTKM pPHUCKOB — 00OCHOBaHHE TpeOyeMBIX Mep 3alUThl U
YIpaBIeHUSI B COOTBETCTBHHM C OLIEHKAMM 3HAYCHUH PHUCKOB HH()OPMALMOHHEIHA
0e30MacHOCTH [ PA3IMYHBIX YTPO3, aKTUBOB U UX YSI3BUMOCTEH C y4eTOM MPHHATHIX
OTpaHHYEHHM Ha JOMyCTUMBIA YPOBEHb IPUHATHS PHUCKOB. JIBe rpymmel 3amad
peIlaeMBIX C KCIIOJIE30BAaHUEM PUCKOB. CBSI3b BTOPOW TPYMIIBEI 33Ja4 ¢ KOHEYHBIMU
LIeJSIMU OpPTaHU3aluH U OLleHKaM 3(Q()EKTUBHOCTH IPUHSATHIX PELIEHHH 110 YIIPABJIEHHIO
pUCKaMH WH(OPMALMOHHON Oe30macHOCTH. PeleHus 1o ympaBleHHIO pUCKaMH B
YCIOBHSX OTpaHHUYEHUI Ha OIOKET MO 3alfuTe HH()OPMAIIHH.

Hcnonv3zyemoie ucmounuxu:

Munzos A.C., Hesckuii A.JO., baponoB O.P. Vmpasnenuwe puckamu
nH(bopManroHHOH 6e3omacHocTH: Monorpadus/ ITox pemakiueit A.C. Mun3oBa. —
M.: BHUUreocucrem, 2019. — 110 c. : ui.

I'OCT P UCO/M3BK 27005-2010. Mudopmarimonnas TexHonaorus. Metoasl U
cpencrtea obecreueHus 0e30macHOCTH. MEHEDKMEHT pucka HH(GOPMALUOHHON
0€e30MmacHOCTH.

9. Pazniuuusa B koHuenuusax crangapro 'OCT P MCO/MIK 27001 wu
COBIT 5.0

Pasznuuus B konnenmusax craggaptos 'OCT P UICO/MDK 27001 u COBIT 5.0.:

® B OIpPEJCIICHHH MECTa M POJM CUCTEMBI 3aLUTHl HHQOPMAIIUU B CTPYKTYpE
MH(POPMAIIMOHHOH CHCTEMe OpraHU3aliH;

e B yyere npu nocrpoennu CMUDB nononHuTenbHBIX (aKTOPOB BIMSHHS HA
3(QPEeKTUBHOCTH ace HHPOPMAIIMOHHON CHCTEMbI OPraHU3ALINY;

® NPUMEHEHHs €IMHOM METOOJIOTHH YIIPaBIEHUS Pa3IMYHbIMU (haKTOPaAMH;

® B OpHeHTauus CHUCTeMbl 3aluThl HHbopManuu B MIC Ha KOHEUHBIE LENU
(YHKIIMOHUPOBaHUS OpPraHU3aI|H;

® IIPUMEHEHHWE PHUCK-OPMEHTUPOBAHHOIO IOJAXOJa K IIOCTPOEHHIO CHCTEMBI
3alUThl UHPOpPMAIMK HA OCHOBE OIIEHKHU €€ 3 (HEKTUBHOCTH.

e Ilpumenenne nukina ynpasnenuss CMUbB, opuenTHpoBaHHOr0 Ha 6oJee
rIIyOOKHe IPOIIeCChl yIPaBICHHS dTalaMu pabor.

Hcnonvsyemvie ucmounuxu:

Munzos A.C., Hesckuii A.O., baponoB O.P. Vmpasienue puckamu
nH(bopManmoHHON Oe3omacHocT: Monorpadus/ ITox penakuumeii A.C. Mun30Ba. —
M.: BHUUreocucrem, 2019. — 110 c. : ui.

I'OCT P UCO/M3K 27001-2021. MubopmannonHas TeXHoiaorus. MeToasl U
cpenctea obecniedenus OesomnacHocTH. CHUCTEMBl MEHEDKMEHTa HH(GOPMAIIMOHHOM
6e3omacHocth. TpeboBaHMs.

10. OcHoBBI omnpenejneHHsi NepeYHsl HCXOAHBIX JAHHBLIX INPH OLEHKe
aKTYyaJbHBIX yIrpo3 HH(pOpMAaNHOHHOH 0€30IIACHOCTH KaK NPH NPOEKTHPOBAHUH



CHCTEM H ceTel, TAaK H B X0/ e HX 3KcIuTyaTanuu. Jloruyeckasi noc/ie10BaTeIbHOCTh
NpOBeIEHUA AHAJH3A H OLEHKH Yyrpo3 6e3onacHocTH nHGopManuu

Ornpenienenne MCXOMHBIX JaHHBIX JUIS OLEHKH aKTYallbHBIX yIrpo3 6e30MacHOCTH
UHGOpPMAITUH:

a) 0Ot mepedeHs yrpo3 6e30macHOCTH HHPOPMAIMH, COAePKAIIUIics B GaHKe
HaHHBIX yrpo3 GeszomacHoctr mH(opmarmu PCTIK Poccun (bdu.fstec.ru), Mmomenn
yrpos OesomacHocTd MHGpopMmanuu, paspabareiBaemele DOCTAK  Poccum B
COOTBETCTBUM C MOAIyHKTOM 4 myHkta 8 Ilonoxenus o @expepanbHoii ciyxbe mo
TEXHHYECKOMY M 3KCIIOPTHOMY KOHTDOJIO, YTBEpXIeHHOro Ykasom IlpesumeHrta
Poccuiickoit ®@enepanun or 16 asrycra 2004 r. Ne 1085, a Taxxke oTpacieBble
(BeZIOMCTBEHHEIE, KOPIOPAaTUBHEIE) MOJENH Yrpo3 Ge30nacHocT HH(GOPMAITHH;

0) onMcaHus BEKTOPOB KOMIIBIOTEPHBIX aTak, COAEPKAIMXCs B 6a3axX JaHHBIX U
MHBIX HH(POPMAIIMOHHBIX HCTOYHUKAX, OITyONUKOBaHHBIX B ceTn «Muteprer» (CAPEC,
ATT&CK, OWASP, STIX, WASC u nap.);

B) HEraTMBHBIE IIOCHEACTBHA OT pealu3alud (BO3HHKHOBEHHS) YIpo3
OesonmacHOCTH HH(OPMAIMH, OIpeAeIeHHble B COOTBETCTBUM C HACTOSIIEH
MeToIuKoi;

r) OOBEKTBI BO3JEHCTBHSA Yrpo3 0e30macHOCTH HMHQPOPMALMM U  BHMIEI
BO3JIEHCTBUM Ha HUX, ONIPE/IEJICHHbIE B COOTBETCTBUH C HACTOALIEH MeToaUKOIA;

J) BUABL M KATErOPMH aKTyaJlbHBIX HApYIIUTENEH, KOTOPhlE MOTIYT
peann30BbIBaTh Yrpo3bl 6€301aCHOCTH HHPOPMALMH, B TOM YHCIIE HENPEIHAMEPEHHEIE
YTPO3EI, H UX BO3MOXKHOCTH, OIIPE/IEJICHHBIE B COOTBETCTBUH C HACTOAIIEH MeTOaUKOMH;

€) aKTyallbHblE CIIOCOOBI peanu3anu (BOSHHKHOBEHHS) yrpo3 0e30MacHOCTH
UHQOpMALIHH.

Hcnonv3yemvie ucmounuxu.

Metonudeckuii  noxymeHT "MeTomuKa OLEHKH Yrpo3 0e30MacHOCTH
uHpopmanuu” (yrB. DenepanbHolt Ciry’k00i 10 TEXHAYECKOMY H OSKCIOPTHOMY
KOHTpoJto 5 deBpayst 2021 1.)

IIporpammy coctaBuiu:
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